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Overview

1. There is no doubt whatsoever that serious crime causes human raskry
massive cost to society (financial and otherwise). Recemtlgovered people
smuggling operations have, for example, shown the horrific, soeetithal,
conditions that people are forced to endure at the hands of smugglysd HM
Revenue & Customs has estimated that carousel fraud alonestasec UK between
£1.1bn and £1.9bn in 2004/05. The state has a moral responsibility teté¢alseto
combat serious crime. What these individual steps should be and wheskould
allow them to take us in the long-term is, however, an entiiffigrent matter. This is

where Liberty sometimes parts company with the Government.

2. Liberty has supported much that the Government has done to tacklessgiime.
We agreed with the setting up of the Serious Organised Crine@c&g(SOCA).
Previously the UK had a tradition of semi-independent devolve@dmabipolicing
bodies which made it difficult to optimise the use of resousres information in
order successfully to combat complex national and internatioinained activity. We
have also supported the creation of new criminal offences suktia®reparatory to
Terrorisnf and, in the context of this Bill, support the basic princigléading to

account those who intentionally facilitate crime.

3. Liberty does, however, have profound concerns about two trends in Hoine Off

legislation that are continued in this Bill:

First, the continual attacks on the foundations of our criminal pstystem:
jury trials, the presumption of innocence, equality of arms anddheto a fair

trial before an independent court. In place of this, the Govemhpromises lazy
platitudes: Simple, Speedy, Summary Justiaed “Rebalancing the Criminal
Justice System in Favour of the Law Abiding Majorifitis Bill continues this
trend with a headline new measure - the "gangster-ASBOSeridus Crime
Prevention Order” (SCPO). This measure is not really allribat but rather a
hybrid of control orders and ASBOs. We fear that this latgslIshortcut will

1 http://news.bbc.co.uk/1/hi/england/london/5405870.s
2 gection 5 of the Terrorism Act 2006




be as unfairand ineffective as both of these predecessors. Preventatiite civ
orders will not work against the people that are really acémre of serious
organised crime. Criminal prosecutions, and the effectivetisasovhich only a

criminal conviction can justify, would be far more effeetiv

Secondly, the Bill would continue this Government's obsession with the
collecting and sharing of our personal information. On closer inspedhe
obscure provisions on “data-matching” provide an insight into what irgbe
done now and what could be done in the future with the mass of infomtlagit

is held about us.

4. We are pleased to be able to welcome a number of changes ontue Bill
during its passage through the House of Lords. In brief thes¢hareemoval of the
previously sweeping power for the terms of a SCPO to be s&wenforcement
officers rather than the High Codrtsafeguards ensuring that the provision of
information pursuant to the terms of an SCPO will not cause sopdo breach
contractual or other duties of confidence; and clarificationdb& matching cannot
be used for the purposes of profiling people considered likely to bevédoh

criminality in the future.

5. We were also delighted that the House of Lords used thetdBakend a clear
message to Government that the existing, absolute bar on tbéinscept evidence
should be lifted. This is an issue on which Liberty has lobbied for many years. We
greatly welcome the Home Secretary’s recent announcehwrihe Government will
commission a review into this issue on Privy Council tetffikis review must not,
however, be allowed to operate as an excuse for yet more delayaking this
important change to the law. The question should be not whether buthbobar
should be lifted and we hope that the Government will come forwaldagitcrete

legislative proposals in the near futdre.

® The relevant provision would be amended so that daforcement officers could only set minor
terms about when and in what form information arwtoents are provided pursuant to an SCPO.

* We understand the UK and Ireland to be the onlyntries in the world to operate such a bar.
® HC Deb, ' June 2007, col 423

® For more information on Liberty's views about fieem such proposals should take see our Evidence
to the JCHR: http://www.liberty-human-rights.org/p#fs/policy07/liberty-intercept-evidence.pdf



6. Notwithstanding the welcome changes to the Bill made during sisaga through
the Lords, there remain many serious concerns to be addressedy&\MPs to press
for further much-needed improvements to the Bill as it patsesagh the Commons.
We are also concerned by the new stop and search power in refsfiezrms that
was inserted in the Bill by the House of Lords (Clause 78).laMhe share the
underlying concerns about the amount of gun crime in the UK we amnainced
that this power is needed and fear that, given its bre#dttas the potential for
misuse leading to disproportionate and/or unjustified interferencis imdividual

freedoms.

*kk

Serious Crime Prevention Orders (Part 1)

7. Part 1 of the Bill creates the Serious Crime Prevention Oftter SCPO or
Order). This is an order made by the High Court which could impbseaal range of
prohibitions, restrictions or requirements on an individual or busifiésy. could last
for up to five years and could be renewed indefinitely. BreacheoDtider would be a

criminal offence carrying a sentence of up to five yaarprisonment.

8. This type of civil order, breach of which is a criminal offenhas become a
familiar legislative trick of this Government. They weredisvith ASBOs under the
Crime and Disorder Act 1998 and later with Control Orders underréneeRtion of
Terrorism Act 2005 and more recently the Home Secretary annoumaed new
Criminal Justice Bill, initially expected to be introduced bef@ony Blair steps down
as Prime Minister, would create Violent Offender Orders Qg restricting those
released from prison for violent offenéeBefore long it appears that there will be no
area of criminal or quasi-criminal behaviour which cannot be dedit by a civil
order rather than through the criminal justice system. We pagéamentarians to

take stock of this worrying trend and to ask themselves whédtbgrare content to

" The Government has recently conducted a closesuttation regarding the implementation of these
orders.

8 Police May Get Power To Evict Bad Neighbo@siardian May 1% 2007.



allow the criminal justice system in this country to be erodethbge kinds of legal
shortcuts’

9. This type of measure enables the state to avoid the full rigfues criminal

prosecution while also being seen to tackle certain categorgsciafl evil (whether
anti-social behaviour, terrorism or, now, serious crime). &ample, instead of
needing to gather the hard evidence that the criminal courts weglite, the state
can obtain one of these new civil orders on the basis of ly&dars@ur or secret
intelligence that the suspect has no opportunity to challenge.plbgsible that the
Government also hopes that these civil orders will get aroumdtsumption of
innocence, in the hope that, instead of having to prove guilt of wdoimg “beyond

reasonable doubt”, proof “on the balance of probabilities” wiffise.!° The current

Bill specifically states that “[o]ne consequence of [faet that proceedings for
SCPOs are civil proceedings] is that the standard of proof tp@ied by the court in

such proceedings is the civil standard of proof’ (Clause 34(2)).

10.The kinds of criminal due process rules these orders arendedstg side-step
were not, however, created for the fun or finances of lawydrsy are not, as the
Prime Minister would have us believe, outdated relics of DiskEngland, which are
ill-suited to the needs of todd§These fair trial principles continue to perform a vital
function. They help us to make sure that the innocent arenfitsyewith the guilty;
to maintain public faith that the criminal justice system dadsed deliver “justice”.
Take, for example, the general rule against reliance ondyeavsdence in criminal
courts. The general requirement that a person is only convariethe basis of
“statements made in oral evidence in the proceedings” wagndesto ensure that

guilt or innocence is not determined on the basis of unreliable ruamougossip, and

® Parliamentarians may, for example, consider sweteps justified in the case of low-level criminglit
or anti-social behaviour where, without some sessistance, vulnerable individuals would be unable
to make use of the civil courts to obtain protattio

%1n the context of ASBOs this does not seem to lvaeeked R v Crown Court at Manchester Ex p
McCann (FC) and Others (FOR002] UKHL 39). The Courts have developed a htbghd civil
standard of proof which Lord Bingham has describedfor all practical purposes, indistinguishable
from the criminal standard(v Chief Constable of Avon and Somerset Constay2001] 1 All ER
562 at 572).

" But see the courts’ approach to the standardaxff@pplicable to ASBOs (above)
2 prime Minister's Speech to Labour Party Confere@@eSeptember 2005



to ensure that the suspect has the chance to challenge thecewigginst him/hér.
This is clearly as relevant today as it was in Victoiagland.

11.The Government will likely respond to such arguments by sayingSlBROs are
not designed to shortcut criminal due process. They will sayaheyeeded to deal
with cases where a criminal prosecution would not be possible and 6 0Os are,
therefore, the only optioH. This is not, however, the whole story. SCPO’s will be
used as an alternative in cases where a criminal prosecutiord Weukentirely
possible but where it is thought to be either simply too troublesomeetodihe fair
trial hurdles that would need to be crossed, or not to provide aisoffy broad range
of remediesThe Bill expressly states that an order can be made wipensan has
“committed a serious offence in England and Wales” (Clauseal)3MVe can see
this approach in the use of the predecessor of SCPOs - A3BI@s become very
common for ASBOs to be used as an easier alternativerimaal prosecution, i.e.
because it is more straightforward to collect and rely on agaevidence®
Parliament was particularly concerned that Control Orders shoultenaged in such
circumstances and insisted that the possibility of a crinpnasecution should be

considered before a control order is m&te.

12.SCPOs, like ASBOs and Control Orders before them (and the prop@ed)yV
blur the boundary between civil and criminal law. They enabhaigal sanctions to
follow from doing something that is not in itself a crime. Ireeff they give the civil

courts the power to create new criminal offences, albeit aé&mwhich only apply to

3 The importance of a suspect being told and belie @ challenge the evidence against him/her was
clearly demonstrated by a recent SIAC case. Whitehg on behalf of two suspects before SIAC,
Special Advocate Andrew Nicol QC found that ingdihce used as key evidence in one case was
contradicted by the other. This mistake was onlgtted because, by chance, the same counsel was
working in both cases. In a new judgment, SIAC $inbdat “there has been fault on the party of the
Secretary of State,” and that failures by Home ¢@ffiawyers put the very administration of justite a
risk.

4 This could be because the people concerned atfeedithe fringes of criminality”, not committing a
criminal offence but who the police suspect are taumo good”. Alternatively, a criminal prosecution
might not be possible because the evidence agaipstson would not be admissible in court (i.e. it
was obtained from the interception of evidence) wisdiscuss elsewhere the use of SCPOs in both of
these situations raises serious ethical and legalerns.

15 There is no restriction on this kind of use of AB8in the Crime and Disorder Act 1998.

16 Section 8 of the Prevention of Terrorism Act 208&dly, this express statutory requirement does not
seem to have worked. In a recent case, heard kstrbber, it was argued that criminal prosecution
was not considered before any of the control orderge made. Judgment has been reserved.



one person. We do not doubt for a minute that, if required to ddvesaourts will
perform this task responsibly; but is it right for the courtsdoglven such a task?
Establishing different legal regimes for different peopldaiely sits uncomfortably
with the rule of law and with the principle of equality before lthe. This approach
also has a significant and worrying practical impact. ttipand others have pointed
out how, rather than providing a last chance for young peopleocid &we criminal
justice system conviction, ASBOs provide a short cut into fi. t&) December of
2003, 42% of all ASBOs were breached with 55% of breaches resuitimgstody.
We fear that SCPOs will have the same effect and, irtotiger-term, lead to even
higher levels of incarceration. By their nature they are &lkely to be regularly
breached as the restrictions imposed will presumably impactthpea activities and
associations suspected of linking a person to crime. For many of tpée pend
organisations in question these are likely to be their day tdrddg or employment

activities and associations.

13.The British legal system and post-War human rights framewpgty amore
rigorous fair trial standards to criminal trials than cjpribceedings’ This is because
civilized, democratic states can only justify using theieay force to punish an
individual if it has established beyond reasonable doubt thatnitigidual has
committed an offence and the individual has been given a fair opjtprtordefend
him/herself. In front of our courts and in Parliamentary debate<Givernment is
careful to describe SCPOs, Control Orders and ASBOs as pativentather than
punitive measure¥ It does this to justify the fact that lower fair trialfeguards
should apply to them. Liberty is not convinced and neither was the Qommittee

on Human Rights which concluded:

“a combination of the implication that a person has been "involveseirious
crime, the severity of the restrictions to which they maystigiect under a
SCPO, and the possible duration of such an order (up to 5 years and
indefinitely renewable) means that in most cases an apphctr a SCPO is

likely to amount to the determination of a criminal chargettier purposes of

7 Cf Article 6 of the European Convention on Humaghgs

18 |n the case dR v Crown Court at Manchester Ex p McCann (FC) &ilers (FC)[2002] UKHL 39
the Government persuaded the House of Lords thatldtver civil standard applied in ASBO
proceedings.



Article 6 and therefore to attract all the fair tpiarantees in that Articlé®

14.An order does not become preventative rather than punitive justresula of
putting “prevention” in the title (i.e. Serious CrinkgeventionOrders). We believe
that this new breed of civil orders is, in reality, more akirctiminal punishment.
Indeed, this is clear in some of the comments of Governmenstlis, designed for a
different audience to the courts and Parliament. Vernon Coaketelsiitibed SCPOs
as a way to “get at those people who currently feel ... althasthey are beyond the

"20 _ Jlanguage more akin to punishment for something that someone has done

law
something wrong than a non-punitive measure which is designed to pfaetaet
illegal activity. The Home Office website describ&SP®s more directly as aimed as
“Making criminals’ lives miserable®! Similar language has been used by the Prime

Minister speaking about ASBOs:

“For eight years | have battered the criminal justiceesygo get it to change.
And it was only when we started to introduce special anti-sbabaviour

laws, we made a real differenc®.”

and “over the years, the tiny minority of louts responsible &mti{social
behaviour], came to think they were untouchable, above the lavasih'iv
prepared to let that continue. And neither was David Blunkettha
Government ... Society . has a right to demand that everyone keeps to their
side of the bargain - to behave properly and to ensure effextiien against

those who refuse to do s&”

Liberty believes that the full rigours of the criminal pracesuld be appropriate for
SCPOs because: (a) the behaviour they are designed to tasklé-asidently of a
criminal nature (serious crime); (b) the state, rather pitarate individuals, would
bring the application for an SCPO; (c) the imposition of an Ovdmild in many
cases be based on the determination that the person or body hasomhertieing
wrong (been involved in serious crime); (d) importantly, they capose severe

restrictions on individual rights and freedoms (discussed below)

19« egislative Scrutiny: Fifth Progress Report”, Thitle Report of 2006-07, HL 91/HC 490
20 http://uk.news.yahoo.com/17012007/325/civil-libegipup-turns-pm-crime-push. html
2L hitp://police.homeoffice.gov.uk/news-and-publicaimews/new-serious-crime-powers
%2 prime Minister's Speech to Labour Party Confere@@eSeptember 2005

23 pM's speech on anti- social behaviouf” Z&tober 2004




15.1f in doubt about the serious quasi-criminal nature of an SCPO, @tk ardy
consider the raft of restrictions that they could impose. Cléugehe Bill provides a
very extensive, non-exhaustive list of prohibitions, restrictiand/or requirements
that a SCPO could impose. These include restrictions on who anpeen
communicate with and where a person can live, work or trayalu$€ 6(3)). They
can also include requirements to answer questions, provide infomr@tiproduce
documents (Clause 6(5¥)It should be remembered that these could stay in place for
up to five years (Clause 17). An SCPO would certainly atthehbaidge of serious
criminality to those who are given one even if, as will ofte the case, they have not
actually committed any criminal offence, serious or otlwwThe “honest trader”
would be likely to suffer massive loss of reputation and tradtheis peers will
assume that anyone made subject to an SCPO must be involved inypemef
criminal behaviour. The restrictions imposed on an Order cowdd BEe very
detrimental. Legitimate and non-criminal customers and suppiiexg well be
deterred from using a business which is subject to a requirempass on details of
everyone they work with (unless it could be argued that doing so vboe#th any
obligation of confidence or any other restricion on making the afisod
concernetf) or if they fear that their communications with that busnesmy be

intercepted.

16.The experience of ASBOs and Control Orders reveals sevekal atsout how
SCPOs might operate in practice. In particular it suggkatshe restrictions imposed
on an Order may well be drafted in an uncertain maffnémclude standard
restrictions rather than restrictions which are tailored th ease”’ and that there
will be no regular review of the Order with the result thatrietions will stay in

place which are no longer necessary or proporticfiate.

24 Clauses 11 to 15 do provide some limited infororasafeguards, including to protect against orders
being used to make a person incriminate themselves.

25 Clause 37, this is one of the amendments allowetido House of Lords.

%6 Numerous cases have been brought by people sutbjemintrol orders who were unclear as to
whether certain actions would put them in breachheir orders. Similarly, the uncertain nature of
some ASBOs has been criticized in the higher courts

?"In Lord Carlile’s ReportFirst Report of the Independent Reviewer Pursuaridction 14(3) of the
Prevention of Terrorism Act 20Q%aragraph 45

?% |bid

10



17.The Government will no doubt argue that these risks will beoved because
SCPOs will be made by the High Court rather than, in the cAASBOs, lower
courts or, in the case of Control Orders, the Home Secrét@here are a number of
major problems with this argument. First, the High Court willy consider the
proportionality of the terms of an SCPO when a case is brought ke (i.e.
when the application for the Order is initially made or when agueapplies to vary
an ordery° The High Court could not reasonably be expected to keep an ehe on t
SCPO to check that the restrictions imposed are still proportioNat other body is
charged with the responsibility to do this under the Bill. Whilegleson subject to
the Order could apply to have the terms of an order variadgel18), s/he will not

always know when a relevant change of circumstance has edcurr

18.We urge Parliament to view with scepticism any claimsleniay the Government
that the mere fact of the High Court’s involvement in thekimg of SCPOs means
that SCPOs are fair. The Court, regardless of the guadljudges who serve in it, can
only work within the boundaries set in the laws passed by Paritaar cannot
magically transform unfair and unjust laws into somethindgediht. As the High
Court explained in the context of Control Orders, judicial involvenretite making
of these kinds of orders can be no more than “a thin veneer dityeghich ...

cannot disguise the reality>”

19.The Government's rhetoric surrounding this Bill speaks of new, tmegsures to
deal with people who are “involved” in “serious crime”. It iwever, vital that
Parliament looks behind this rhetoric and looks at how these #egsi of
“involvement in” and “serious crime” are defined in the BHirst, “serious crime”.
Schedule 1 lists a range of criminal offences which are toelagéed as serious crime.
Some of these fit easily within what most of us would consider ®eheus crime —
people, drugs and arms trafficking; others, however, do not — most ntitaldffence

of “fishing for salmon, trout or freshwater fish with prohibitedplements™? It will

9 Cf Clause 1. SCPOs can also be made post-conviefiche Crown Court (Clause 19)
% proportionality is central to the post-War humayhts framework

%1 Re. MB [2006] EWHC 1000 (Admin), per Sullivan J at pa68

%2 gection 1 of the Salmon and Freshwater Fisheri¢< 975

11



come as no surprise to parliamentarians that the Secret8tatefis also seeking the
power to add to this list of “serious” offences (Clause 5(4))s Inot a sufficient
safeguard that such this order making power is subject to finmatfve resolution

proceduré®

20.More worrying than this power to change the Schedule of seriousceffas the
provision stating that a “serious offence” includes any whiah ttie particular
circumstances of the case, the court considers to be suifffcgzrious to be treated
for the purposes of the application as it is were so spetifi@@duse 2(2)(b)). This
means, in effect, that even the inaccurate completion of aréAifn could be treated
as a “serious offence” if a Court considered that appropmate given case. This
provision does great damage to the principle of legal ceytaimiking it impossible
for a person to ascertain in advance what the likely legal gqoasees of their actions

will be.

21. Another problem with this definition is the fact that an offeiscéserious” if it is
listed in the Schedule at the time a case is considered yotlne. This is akin to a
form of retrospective application of the It would mean that a person’s actions
would lead to an SCPO even if at the time of those actionswbey not defined as
“serious crimes”. In an extreme case the Secretary of &tatd change the law to
cover a specific one-off action which the police consideravas an SCPO but which
was not included in the definition of “serious crimes” attthee of the action.

22.The other major definitional problem in Part 1 of the Bilatet to the definition

of “involvement inserious crime”. This is defined as including the commissioa of
serious offenc® - begging the question “if the person has committed an offence why
not prosecute them?” — and facilitating the commission ofiauseoffence®® But the

definition of “involvement” goes much further. The Bill statbattan Order can be

% Clause 76(3). The Government could still preserti@ment with a list of 20 new offences, 19 of
which were “serious” and one which was not. Sinegli@ment cannot amend the order it would be
placed in an impossible situation, being given dwlg options: reject the order in its entirety,that
the more appropriate offences would not be addepassing the order in its entirety, including tmee
inappropriate offence.

% Prohibited by Article 7 of the European ConventisnHuman Rights
% Clause 2(1)(a)
% Clause 2(1)(b)

12



made if a person has done nothing more that “conducted himselvay that was
likely to facilitate the commission by himself or anothersperof a serious offence
(whether or not such an offence was committed)” (Clause 2(1]{ey means that an
order could be given to a person that runs a shop selling fishing tabkleause that
tackle could be used to illegally poach salmon or trout (treatedsasious crime).
In such a case there would be no culpability, whatsoever, on bdhidlé @erson
subject to the Order. This was recognised in the Home Officeultatisn which
preceded the Bill. It gave as an example of a situation ware&CPO may be given -
a company that makes concealed compartments purportedly to ail@msdo hide
valuables but which could be used to store dffigdie consultation explained that an
Order could be made that would require the company to notifyel@farcement of
details of containers fitted and the customer. It would agpearthis that SCPOs are
expected to be used as an alternative to regulation for industoyssesich could be
used by those involved in serious crime. This fits in with thee@owent’'s stated
desire to move away from ‘onerous blanket regulatidnh Liberty’s opinion the
example given is one where a regulatory approach would be farapprepriate —
especially given the detrimental reputational implicationsaftausiness of receiving
an SCPO (discussed above).

23.The Government states that it wants to target the “Mr Bagel' gangsters of the
criminal underworld with this Bill. A far more effective waof punishing these
people, providing justice to their victims and protecting the publiulev be to
prosecute serious criminals and, if found guilty, to sentenece tbdengthy period of
imprisonment? Instead, the Government proposes to subject them to SCPOs. We
have serious doubts about whether these Orders will reallyféaied against this
group of people. While the honest trader will be stigmatisednb$$@PO the “Mr

Big” or “Gangster”, which the Government states it is tAngg is unlikely to be

greatly concerned. Most would have the financial resources anactotd be able to

37 See Schedule 1

% Home Office ConsultatioNew Powers Against Organised and Financial Crichely 2006, Page
10

% Ibid, page 10
%% In a democratic society operating under the riléaw these restrictions on liberty can only be

justified once it has been proved beyond reasorthblea person has committed a criminal offence (cf
Article 5 of the European Convention on Human R$yht

13



evade any restrictions imposed by an Order. One of the concemeefitly raised
about the effectiveness of ASBOs is that they are sometireated as a badge of
honour by those who receive théhif this is the impact upon the average ASBO
recipient it does raise questions about the effect upon those ‘&uVolv serious

crime. We fear that these Orders could be both unfairraftéctive.

24.Liberty believes that there are many ways of tacklingpasrcrime that are likely
to be more effective and fairer than SCPOs. Take, for exampetple-trafficking.
The most effective way of tackling this horrendous practic&esylto be the criminal
prosecution and punishment of the criminals who run the smuggling migprafit
from the human misery and suffering caused. We understand theliffiaurity with
pursuing such prosecutions to be securing evidence from the vitiith& short term
the single most important factor that enables victims to ndakgsions, both about
their future and whether to assist in a prosecution, is secArityore effective way of
tackling people-trafficking would be to establish legal cjattitat known or suspected

victims will be protected.

25.1n its report on the Bill, the Joint Committee on Human Rightemented:

“In our recent work on counter-terrorism policy and human rights we hav
drawn attention to the unsustainability in the long term of reésartethods of
control which are outside of the criminal process and which avoid the
application of criminal standards of due process. We are awmttehat the
introduction of SCPOs represents a similar step in relatioerious crime
generally. In our view, the human rights compatible way to coredaous
crime in the long run is not to sidestep criminal due processtathgr to
work to remove the various unnecessary obstacles to prosecutiexafople

by relaxing the current prohibition on the admissibility of ioégt material*?

For this reason, Liberty is delighted that the House of Lords hed the Bill to
demonstrate to Government the importance of lifting the bar orcépeevidence.

Liberty has for many years campaigned for the removal obdinen the basis that it

“1 http://news.bbc.co.uk/1/hi/uk_politics/3617278.satso admitted by David Blunkett in an interview
with Trevor MacDonald in January 2007.

42« egislative Scrutiny: Fifth Progress Report”, Tiitle Report of 2006-07, HL 91/HC 490

14



is a major factor in being unable to bring criminal chargeshagaidividuals’® Such
evidence could not only facilitate the prosecution of terrorisnencis but also

serious crime of the kind covered by this Bill.

26.In the last year the Joint Committee on Human Rights (JCHERe Attorney

General?®> the Director of Public Prosecutioffs,the Commissioner of the
Metropolitan Polic&’ and a former Head of M18 have all argued that it should be
possible to use intercept evidence in court in terrorism casteaismore suspects can
be prosecuted. Last February, the Home Secretary statethéhGovernment was
working “to find, if possible, a legal model that would provide thecessary

safeguards to allow intercept material to be used as eviféarel promised a report

on this matter later in 2008 No such report has yet been published.

27.We are delighted that John Reid has recently announced thabveen@ent will
commission a review of the admissibility on intercept evidemaePrivy Council
terms later this year. We hope that this will lead to more concrete and tangible
results® It must not be allowed to operate as an excuse for yet mores deiatis
important issue. The question should be not whether but how the bar bbdiftdd
and we hope that the Government will come forward with concrefisldéve

proposals in the near future.

28.Such proposals must, of course, guarantee “equality of armehteakfeature of

any fair trial, by ensuring that intercept evidence is alkgléor use by both defence

43 For further information sekiberty’s Response to the Joint Committee on HuRights: “Relaxing
the Ban on the Admissibility of Intercéptidence”February 2007

44 JCHR, Twenty-Fourth Repor€ounter Terrorism Policy and Human Rights; Prosemu@and Pre-
Charge Detention2005-06, HL 240/HC 1576

45 Guardian,“Courts set to admit wiretap evidence.”2September 2006
“6 Guardian,“DPP backs attorney’s call to admit phone-tap ewigein court”. 22 September 2006
" TelegraphLift phone tap ban in terror trials, says new N&ief’. 6" February 2007

“8 Dame Stella Rimmington described the bar as ‘widigs’ in theGuardian, “Courts set to admit
wiretap evidence.” 21 September 2006

“9HC Deb, 2 Feb 2006, col 479

%0 HC Deb, 2 Feb 2006, col 482

L HC Deb, 7' June 2007, col 423

%2 Gordon Brown Plans New Anti-Terror LawByardian 3 June 2007

*3 For more information on Liberty’s views about fieem such proposals should take see our Evidence
to the JCHRAhttp://www.liberty-human-rights.org.uk/pdfs/policgliberty-intercept-evidence.pdf
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and prosecution. It cannot be just to allow only the prosecution tditofeam such
evidence. If, for example, the state holds intercept evelembich proves a
defendant’s innocence or weakens the prosecution case, they shouldimartlgroe
able to keep that evidence secret, but required disclose it ttetbiece’” Disclosure
would, of course, have to be subject to public interest immuuaitgiderations and
should not be required where it would pose a threat to national securitiate

sources.

*kk

Data Sharing and Data Matching (Part 3)

29.Part 3 of the Bill includes proposals for increased data shagrass public and
private sector bodies and illustrates what is being done witméss of information
that is being collected and shared about u¥ &llass data collection and sharing is
another familiar theme in Home Office legislation that maiserious ethical and
constitutional issues. The human rights engaged are, howewedifferent in nature
to those raised by measures such as SCPOs. Government scranmésrfere with
personal privacy (such as the DNA Database and ID Cards) evebs tangible
human rights infringements than measures which deny people aidhiHbwever,
when one aggregates the impact of these schemes acrosdlithves raf people they
affect, the real extent of the privacy infringement beconmear clThese schemes have
the potential to change the nature of the relationship betwet: atd citizen.
Parliament is particularly well-placed to consider theidewisocietal impact We
therefore welcome the current inquiry into this issue by the HAffers Select

Committee.

* Liberty is concerned that this might be the effeicBchedule 13 of the Bill which would leave it to
the prosecution to decide whether or not to lif bar on intercept

%5 We aim to consider other provisions of Part 3hef Bill prior to the Bill going into Committee.

* The courts are less well-placed to make thesessisgmnts. When an individual's case is brought
before a court, the judge does not have institatimapacity to assess whether the benefits of the
scheme really justify the millions of low-level hits violations the scheme involves. In fact, ske i
presented with and asked to adjudicate only orsihgle low-level violation brought before him/her.
When this single privacy infringement is balanceghiast the grand and compelling claims of
“accurate and efficient law enforcement” preserdsda justification by the Government, it is not
surprising that, more often than not, the courtgdiein favour of the Government. This is why axtr
judicial mechanisms are so important in proteciiog privacy rights against sweeping Government
initiatives like the NDNAD and ID Cards.
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30.Liberty is not, of course, saying that it will never be justiffor the state to take,
share and use a person’s personal information. We are maghgdhat the state
should be required to justify such actions. First, is there itinkege reason for the
intrusion of privacy in question? Secondly, could that legitiraatebe achieved in a
way which does not intrude into a person’s privacy or could do s&{&itizens are
entitled to ask these questions of Government and Liberty hopgsattiatnentarians
will do this on our behalf. Responsible, democratic and accountabler@ognts
should not shy away from providing us with considered answers to sucliogsest
This enables a culture of justification which is, we beliegmtegral to good policy-

making, Government accountability and an engaged citizenship.

31.The Information Commissioner issued a wake-up call at the etastojear. He
stated:
“Two years ago | warned that we were in danger of sledqmgnlinto a
surveillance society. Today | fear that we are in fackimg up to a

surveillance society that is already all around¥s.”

His Office published an excellent report expanding upon®thls.makes sober
reading. These proposals represent another step in that dire¥tien.hope
parliamentarians will take this opportunity to ask themselvesymgtwhat they think
of the particular data sharing and data matching provisions inith®@® also what

they think about the general direction these kinds of schemadalang us in.

32.The mass data sharing and data mining that Part 3 of thev&illd allow is

indicative of a general shift in the state’s approach to taketgjning, sharing and
automated searching of our personal data (cf ID Cards, DNA &sdabnd the
Children’s Index). This is done not because the information collestiéabiight to be
of use or because we are thought to have done anything wrondoftaecause this

informationmight be of use at a future point or because when the state looks at this

5" Any sharing of personal data is likely to engageeason’s right to privacy under Article 8 of the
Human Rights Act 1998 (HRA). Under Article 8 (2)asimg can be justified on the basis that the
sharing is authorised by law, serves a legitimatg@se (such as preventing crime or protecting the
economic wellbeing of the country) and is not esoes

%8 Press Notice,” November 2006

% A Report on the Surveillance Socjelyformation Commissioner’s Office, September 2008f
http://news.bbc.co.uk/1/hi/uk/6108496.3tm
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information itmightfind that we have done something wrdfighis new approach to
our personal information raises profound ethical issues and questionstrebprgger

relationship between the state and the citizen.

33.1t is clear that tackling fraud is a legitimate reason $ome restrictions of
personal privacy. It is far more difficult to see howanhde proportionate to infringe
the privacy of millions of people on the off-chance that a few lathdr even
thousand cases of fraud will be identified. This approach would s2émn us from
a nation of citizens into a nation of suspects. If people who thawe nothing wrong
feel that they are nevertheless being targeted by theneli justice system the effect
could be disastrous. We fear that these schemes will corregrilitic faith and trust

that is vital to the effective administration of justioghis country.
Data Sharing

34.The Bill would give public authorities the power to share inforomatfor the
purposes of preventing fraud or a particular kind of fraud” (Clause 63t} is not,
in itself, problematic. The Data Protection Act 1998 (“DPA”) dhd protection of
personal privacy under Article 8 of the European Convention on HumamtsRIi§98
provides a flexible and reasonable legal framework which pepnitate information
to be used to combat crime. For example, if there is remsenspect that a person
has committed fraud, it would be justified for relevant inforovatabout that person
to be shared with the police or other investigating authority to detirmine guilt.
That type of targeted information sharing would come within theesobpermissible
data sharing under Schedule 2 and 3 of the DPA or which could be gibtenisder

the crime and taxation exemption contained in Section 29 dfah¥

% This has only become possible due to huge techimalbadvances in recent years. Until recently it
would have been very difficult to foresee this hapipg or, at least, to suggest it without being
dismissed as a “conspiracy theorist”.

®1 The fact that data sharing is justifiable in pije does not remove the need for great cautidpeto
taken in practice. Sharing should be limited so itifermation would only be shared to indicate
suspicion of an increased risk attached to a paaticindividual. It is also important that the
Information Commissioner’'s Office is closely invely and that a code of practice is adopted as
suggested in the consultation.
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35. It appears, however, that the provisions in Part 3 of theaBillld go beyond this
kind of targeted data sharing, triggered by suspicion that sopes involved in
criminality. The proposals would permit the bulk and routine sharinmersonal data.
The consultation which preceded the Bill envisaged a move towasitisation where
‘anyone applying for payments or other benefits from the public seatoexpect to
have the details in their application checked against relaedatatases to ensure
entittement and prevent frau¥f. The Government justified this on the basis that it
replicates the practice in the private sector wheregXample, anyone applying for a
mortgage would expect multiple checks to be made against themation they
provide. The consultation pointed to a common misconception that consemqaiied
for sharing between Government departments. It may be trueititar the DPA, the
first data protection principle that ‘personal data shall ppecessed fairly and
lawfully’ does not require express cons&htlowever, whether or not consent is
needed in order to process data, the proposed approach to mass msigiringise
issues under other data protection principles. In particuddrddita is ‘obtained only
for one or more specified and lawful purpo8ésind that it shall ‘not be kept for

longer than is necessafy'.

36.This type of mass data sharing could also present considerablenmsoter
capability, resource and logistics. It might in fact provearaffective and practical to
restrict data sharing to cases where there might be sorsenréar suspicion of

involvement in fraud.

37.Clause 66 of the Bill indicates that it is not only relativielyocuous personal data
but also sensitive data that will be subject to this naaga sharing regim@®. This
could include information about one’s racial or ethnic origin, politmginions,

religious beliefs, physical or mental health and sexual®fif#he Bill would

®2 Home Office ConsultatiorlNew Powers Against Organised and Financial Crithaly 2006, page
18

8 Consent is not needed for the processing of datthé exercise of a government department, even if
that data is of a sensitive nature (Schedule &) arfd Schedule 3, 7 (c))

8 Second Principle
%5 Fifth Principle

 The Government felt the need to amend Schedulé theo DPA to allow sensitive data to be
processed for the purposes of preventing fraud

67 Section 2 of the DPA
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specifically amend the DPA to achieve this (Clause 66). lurislear why the
Government wants the express power to share this kind of informétioould be
because this kind of information will help to identify whether sone is involved in
fraud. This would, however, seem unlikely given the typesfofination covered by
the definition of “sensitive information”. We fear that this psion might instead be
included because it would be too difficult in practice to sepavatethis kind of
sensitive information from non-sensitive information which is am@d in a single
source of data that would be shared under these proposals. This coeixarfgple,
arise if the “data sharing” involved access being givengreaexisting database (like
the Children’s Index) which contains both sensitive and non-sensitige Idlghis is
indeed the reason for this change to the DPA, we would be very roedce
Administrative convenience is not a sufficient justification floe mass sharing of

sensitive data.

38.1t is extremely important that codes of practice are agvétdthe Information
Commissioner’s Office in relation to this proposed data shaifiihgs should be
included on the face of the Bill. It is also necessary tarenthat there is proper
training and understanding for public sector workers on this kind of guid&e
welcome the Government’s commitment in the House of Lords to inteoaleode of
practice on data sharing by public bodies for consideration inHbese of

Commons? We eagerly await the publication of further details.
Data Matching/ Data Mining

39.0ne of Liberty’s greatest concerns about the privacy implicatbtize Bill relate
to the data mining powers in Schedule 7. Data mining is the autécoatputerised
searching of large volumes of personal data to identify pattants trends.
Specialised software is used to ‘profile’ innocuous mass datader ®o identify
patterns or characteristics that might indicate some sort ofuahiehaviour or

impropriety. This is essentially a fishing expedition which is hased on any

% The Bichard Inquiry demonstrated that althoughdgnce on the deletion of ‘soft’ non-conviction
information by the police had been agreed and phbl by the ICO and the Association of Chief
Police Officers, there was very little awarenesi.of

9 HL Deb, 9 May 2007, col 1468 -1471
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suspicion or intelligence that a particular person or companydbae anything
wrong. The consultation preceding the Bill accepted that lleersvolume of data
involved means that matching will be a purely automated peagtith no human
input.’® The way data mining works can be illustrated by the followingpthetical

example:

The Government wants to crack down on tax evasion and thinks the following
factors are strong indicators that a person is engaged in this: (a) regularl
paying with cash rather than credit cards or cheques, (b) having erratic
streams of income, and (c) taking extravagant holidays. It sets amputer
programme which searches through all bank account statements, local
authority and central government records and travel operator databases to
identify these types of behaviour. The computer produces a listeof ev
person who satisfies all three indicators and these people are theultjeets

of investigations by HM Revenue & Customs.

The Bill uses the phrase “data matching” but this is definediraduding the
identification of any patterns and trendS”.

40.We are pleased that the Bill was amended by the House of lmsisstre that
data matching could not be used to identify patterns and trends in artuadls/
characteristics or behaviour which suggest nothing more than higtipbte commit

fraud in the futuré? Privacy concerns do, however, remain.

41.The consultation preceding the Bill acknowledged that there would bernsnce
about the legality of data miniﬂé.We believe that this would raise difficulties over
compliance both with DPA principlésand with the attempted application of the
Section 29 crime and taxation exemption. In human rights terms thérée

proportionality issues arising from the fact that data miningitdyery nature, will

" Home Office ConsultatioNew Powers Against Organised and Financial Crithey 2006, p.22
" Schedule 7, para 2, proposed section 32A(2) oAtigit Commission Act 1998
2 Schedule 7, para 2, proposed section 32A(5) oAtidit Commission Act 1998
3 Home Office ConsultatiorNew Powers Against Organised and Financial Crithédy 2006, p.22

™ In particular the second principle that data ‘el obtained only for one or more specified and
lawful process’, the third principle that ‘data sk be adequate, relevant and not excessive’ aad th
fifth principle that ‘data processed for any pumosshall not be kept for longer than is necessary’,
page 18
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not be targeted or intelligence sifted. We do not see howthisakind of random,
computerised fishing expedition into our personal data can be proptetibmarder
to be effectivé® huge quantities of data would have to be analysed, which iy tiiel
prove disproportionate. In order to be proportionate, intelligencegsiftould be
necessary which would undermine the effectiveness and purposdaofndang.
Undoubtedly data mining may help to identify some people that arevetah
fraudulent activities but can identifying a few criminals llsegustify the state

trawling through all of our personal data?

42.The Bill would give the Audit Commission the power to conduct datning
exercises or to contract with other bodies, private or public, thatoon its behalf®
It would require bodies that are subject to audit by the Commidgsioprovide
information to it for the purposes of this data mining exerCisehis would, for
example, mean that local authorities, police authorities, posbbhoards, NHS trusts
and primary care trusts could be required to make any databi@sesntintain
available. The Bill imposes no restriction on the kinds of inféionahat these bodies

can be required to provide (which could, therefore, includemtaecords).

43.Schedule 6 also gives bodies whose accounts the Audit Commissiomatoes
audit the power to provide information to be data mined. Thisdcmalude central
Government departments which could theoretically provide acoet® tChildren’s
Index or National Identity Register and private bodies like bamksyurance
companies and building societi®This second group of bodies cannot provide
information which is held for medical purposes. Information disclosedhe
Commission for the purposes of data mining and the results of tigisag
expeditions can, for example, be disclosed to an unrestricted shbgdies for fraud
detection or prevention purposes or if there is another statutorytaakgclose the

information.

S Presuming it is effective. The consultation giaesexample of a profiling technique carried out by
HM Customs and Excise but does not say whethead to successful prosecutions.

®Schedule 7, para 2, proposed section 32A of thétAl@mmission Act 1998
""Schedule 7, para 2, proposed section 32B of thaitAlommission Act 1998
8 Schedule 7, para 2, proposed section 32C of thiit Mommission Act 1998

22



44. At present the only purpose for which data mining may be conductethds “t
prevention and detection of frau®The Bill would, however, also confer a power on
the Secretary of State to extend the purposes for which datagnmimay be
conducted? It provides a non-exhaustive list of additional purposes, inclutting
prevention and detection of crime, the apprehension and prosecubtéferaters and

the recovery of debts owed to public authorities.

45.Data mining may help to detect fraud and may also have beirefigdation to
these other purposes. Nevertheless, as discussed abover frasnfelear that these
are benefits sufficient to justify the invasions of privacyahhit inevitably involves.
Under the German constitution, this kind of data mining can only erped in a
very narrow set of circumstances: i.e. only if the publichauties are acting in
response to a "specific endangerment” to public order and/or indivicgfa
holders® This recognizes the broad invasions of privacy that data minimgvis/

and the fact that these can only be justified in extrencemistances.

Power to search for firearms (Clause 78)

46.Despite Government opposition, the House of Lords inserted a iprounto the
Bill creating a new power to search for firearffhét would allow a police officer of
constable rank who ‘has reason to believe that a person or persopsiticular area
may be carrying firearms’ to arrange for that area to dmded off and for the
searching of any people or vehicles in that area for firedogng/hatever means that

he considers appropriate’.

47.While Liberty shares the concerns about gun crime which undbidigtovision
we fear that this far-reaching new power has the potentiamfeuse leading to
disproportionate and/or unjustified interferences with individuadoens. The power
is far too broad: first, it can be authorised by a very lewel of police officer

(constable); secondly, there is no requirement for the officeshbw reasonable

"9 Schedule 7, para 2, proposed section 32A of théitAlommission Act 1998
80 Schedule 7, para 2, proposed section 32G of it Aommission Act 1998

8 "Dragnet Tracing” held unlawful in absence of gesific endangerment” (German Federal
Constitutional Court, 4th April 2006, 1 BvR 518/02)

8 Clause 78
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suspicion that the person to be searched is carrying a gtotly thhere is no time
limitation on the duration of the authorisation of enhanced search goavet, finally,
the potential geographical area that could be sealed off is itedimA lack of
limitation on both time and geographical area covered by an authmisar

enhanced stop and search powers underlie many of the abuses af 8éatibthe

Terrorism Act 2000 which have made the powers so controversial.

48.Finally, Liberty is not convinced of the need for such a new povestidh 60 of
the Criminal Justice and Public Order Act 1994 already providesra similar
power. It allows stop and search without reasonable suspicion withwlice area
where there is reason to believe that someone within theisaozarrying dangerous
instruments or offensive weapons. Furthermore, the normal PACEastbgearch

powers, based on reasonable suspicion, would be applicable incimanystances.

Jago Russell and Anna Cole, Liberty
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